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Abstract - Identity authentication within cloud environments is still one of the most urgent matters of 
cybersecurity because the number of remote services, cross-border trade, and even privacy regulation increases 
exponentially. Current-day centralized identity management systems tend to be vulnerable to a point of failure, 
have the potential to fall victim to widespread attacks, and provide little user control over personal information. 
New technologies in Decentralized Identity (DID) based on blockchain technology built on biometric fusion 
provide a promising potential method of delivering more secure, privacy-preserving, and verifiable identity 
solutions. In this paper, we introduce a new Decentralized Insured Identity Verification (DIIV) system, which 
couples blockchain-based digital identity verification certificates to biometric fusion through multiple modalities 
for high-assurance identity verification in cloud-based environments. The proposed system utilises a permissioned 
blockchain (Hyperledger Fabric) to offer transaction scalability and robustness, as well as biometric fusion of 
fingerprint scanning and facial recognition to provide robust authentication. Additionally, it employs a Zero-
Knowledge Proof (ZKP) strategy that ensures privacy while providing verifiable assertions. 
 

Additionally, we propose an identity guarantee mechanism backed by insurance, whereby validated identities 
are insured against impersonation-based fraud a form of insurance that adds a monetary guarantee to online 
trust. We present a four-sided solution to these challenges: (1) empowering individual control over personal 
identity attributes, (2) removing operator dependencies, (3) further increasing authenticity assurance through 
combining biometrics with all the attributes, and (4) adding an auditable verification covering layer with an 
insurance aspect. The given solution has been field-tested against the following performance indicators: latency, 
throughput, biometric matching accuracy, and blockchain consensus efficiency. The findings indicate that: Our 
DIIV system yielded a Biometric Matching Accuracy of 99.4%, a 92 percent decrease in the likelihood of fraud over 
traditional centralized systems, and <1.5 seconds (average) verification latency when simulated under heavy-load 
cloud computing scenarios. We also conduct comparative security analysis to resist Man-In-The-Middle (MITM), 
replay, and biometric spoofing attacks. This paper presents a holistic architecture design, intelligent contractor 
design for insured identity titles, and an efficiency test of the given scheme using both simulated and real 
biometric records. Combining the permanent state of auditability that blockchain activity offers with the flexible 
accuracy of multimodal biometrics and the coverage of finances by insurance, DIIV will form the basis of a new 
generation of digital identity verification paradigms, within which the security, scale, and privacy requirements of 
the contemporary cloud-based ecosystem can be addressed. 
 
Keywords - Blockchain, Decentralized Identity, Cloud Security, Biometric Fusion, Digital ID, Zero-Knowledge 
Proof, Hyperledger, Identity Insurance. 

 

I. INTRODUCTION 
Cloud-based services have transformed the digital world, enabling individuals, businesses, and governments to 

store, process, and access data regardless of their geographical location. The move has greatly decreased the 
operational efficiency, scalability, and cooperation within industries. Nevertheless, the increased security threat is 
associated with the accelerating rise in cloud usage, as the process creates threats in the area of identity management. 
[1-3] Account takeover and identity theft have become the major vectors of cyberattacks, and, in 2023, global losses are 
expected to exceed USD 52 billion. A weak authentication mechanism, phishing vulnerabilities, and credential 
management are services that attackers usually use to obtain unauthorized access, resulting in data breaches, financial 
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losses, and reputational damages. The more so, the traditional centralized identity management systems have become 
highly vulnerable because of their single-point-of-failure-based architecture. All data on user identity is stored in a 
single central repository in such systems. Therefore, a breach through successful performance can compromise millions 
of user accounts simultaneously. Such a clustering of sensitive information presents a tempting target to cybercrime 
practitioners and significantly increases the potential harm. Moreover, with centralized systems, transparency and the 
ability to control everything done by the user are usually limited, and an individual may not have the means of knowing 
how storage, access, or sharing of identity information is done. The above challenges demonstrate that there is an acute 
demand to have a secure, distributed, privacy-preserving identity verification model that replaces the dependence on a 
central authority, addresses the risk of mass breaches, and places the user in a more favorable data possession 
situation. 

 

 
Figure 1.  Importance of Decentralized Insured Identity Verification in Cloud Platforms 

 
A. Importance of Decentralized Insured Identity Verification in Cloud Platforms 

 Addressing Single-Point-of-Failure Risks: The centralized identity management systems are also known as 
traditional systems, whereby all the user credentials are stored on one database; thus, they are too appealing 
and exposed to a large scope of cyber-attacks. With a cloud set-up, in which thousands or millions of clients are 
dependent on a shared infrastructure, one breach might (a) result in the leakage of huge volumes of data. 
Decentralized Insured Identity Verification (DIIV) spreads identity records over a blockchain network, so there 
is no single point of failure and the possibility of catastrophic breaches is greatly reduced. 

 Building trust in Transparency: Among the key benefits of blockchain identity systems is that the records 
they maintain are immutable and auditable. All verification events performed in DIIV are encrypted in the form 
of a cryptographic hash and stored in the blockchain; therefore, they cannot be tampered with or deleted. Such 
openness creates an even more robust trust among users, service providers, and regulators, as it utilises 
verifiable evidence of any identity-related transactions without over-publicising raw biometric information. 

 Addition of Biometric Fusion to Security: Cloud systems need multi-factor authentication to secure their 
critical resources. DIIV incorporates feature-level biometric fusion (facial and fingerprint) recognition, thereby 
limiting the vulnerability of single-modality authentication. This method reduces FAR and False Rejection Rate 
(FRR) such that it is highly secure and convenient to the user. 

 Indexing Financial Insurance: The insurability mechanism embedded in DIIV, based on the use of smart 
contracts, is an unusual attribute. The insurance layer is capable of mitigating the effects of identity 
compromise by automatically processing claims and paying out based on preset criteria stored on the 
blockchain. This pays victims, in addition to being highly deterrent to malevolent actors, since the 
compensation cost of fraud is offset by quick and open compensation. 

 Supporting Night Vision Identity Management at Scale and Future-Ready: The increasing use of cloud 
services worldwide requires that identity systems be scalable, interoperable, and flexible in response 
to new threats. Decentralized architecture, automated claim processing, and privacy-friendly biometric 
verification mean using DIIV as a base solution for the future, which can support cross-border-based digital 
identity ecosystems. 
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B. Using Blockchain-Backed Digital IDs and Biometric Fusion 
Combining blockchain-based digital identities (DIDs) and biometric fusion offers another disruptive solution for 

cloud-based, privacy-preserving, and secure identity management. DIDs have a blockchain basis that helps users and 
organizations to benefit from the self-sovereign identity system, wherein people get complete control over their 
identity credentials, such that they do not continually depend on a central authority. Every identity will use a distinct 
cryptographic key pair, and only verification proofs, but not raw identity data, will be stored on the blockchain. [4,5] 
This makes it such that any sensitive biometric or personal information cannot be recomposed even though the ledger 
might be publicly available. Biometric fusion also improves on this model by combining biometric modalities into a 
single, convenient verification process, such as face recognition and fingerprint scanning. Extracted vectors of 
biometrics are then fused, based on a weighted fusion formula, at the feature level and optimize the trade-off between 
False Acceptance Rate (FAR) and the False Rejection Rate (FRR). Such a strategy is a way of countering the limitations 
of single-modality systems, which may prove susceptible to spoofing attacks (e.g. 3D mask attacks in face recognition, 
or silicone models of fingers). By having to match various biometric attributes successfully, the system makes the 
chances of unauthorized access significantly lower. By combining blockchain-based DIDs and biometric fusion, an 
effective verification system was obtained, where two layers of security were built designed to support each other: the 
first providing credible verification mechanisms is the layer of the biometric fusion, and the second, layering the first 
and eliminating the possibility of manipulating the verification data, is the blockchain of the verification records. 
Moreover, such architecture is consistent with privacy laws, e.g., GDPR, as it explicitly reduces the amount of data 
representing personally identifiable information and allows sharing based on partial user consent. In the case of cloud 
platforms, large-scale identity management is both necessary and a highly valuable target for attackers, so this 
combined approach results in increased security, visibility, and user trust. It is the next big stage in completing the 
decentralization, insurance, and future-proofing of the identity ecosystem. 
 

II. LITERATURE SURVEY 
A. Blockchain in Identity Management 

Blockchain technology has become a trustless and transparent platform for operating Decentralized Identities 
(DIDs). Its unalterable ledger and distributed consensus do not necessitate the existence of a central authority, giving 
control of all digital identities to the user. [6-9] Innovative platforms like uPort or Sovrin adopt a self-sovereign identity 
model, where users can generate, control and exchange verifiable credentials with other parties without the need to go 
through a conventional identity provider. These systems allow identity data to be stored safely off-chain, while 
references and proofs remain on-chain to verify authenticity. Notwithstanding this progress, the existing DID solutions 
are effectively limited to credential issuance, revocation, and verification, with little studies in integrations of biometric-
based methods of authentication to complement identity assurance through the connection of credentials to inherently 
unique human characteristics. 
 
B. Biometrics Fusion Techniques 

Biometric authentication systems make use of unusual features of physiology or behavior, which include 
fingerprints, facial features, or iris patterns, to determine whether an individual is correct. Single-modality methods, 
however, are vulnerable to spoofing methods, such as high-resolution photo attacks on face recognition or finger 
replication. Biometric fusion methods apply to solving these weaknesses, as multiplexed information gathered by more 
than one type of biometric modality is used to raise the level of robustness and reliability. Fusion may be performed at 
different levels, namely sensor level, feature level, score level, or decision level. Feature-level fusion offers the 
opportunity to combine raw or pre-processed information before matching, resulting in an improvement in 
discrimination capacity. The method has the potential to significantly minimise False Acceptance Rate (FAR) and False 
Rejection Rate (FRR), thereby enhancing security and user experience. Regarding identity systems on blockchain 
technology, feature-level fusion provides an attractive avenue for fusing multiple biometrics without compromising 
privacy. 
 
C. Insurance within Digital Identity Verification 

Insurance-backed verification of identity in the digital eco-systems offers an additional level of trust and user 
confidence. Such systems also help mitigate this risk by providing financial incentives in the event of identity theft or 
compromise, which addresses one of the main concerns that users have when integrating digital identity solutions: 
liability in the event of a breach. Identity theft insurance, which covers expenses such as legal fees, lost wages, and 
recovery costs, has been implemented by commercial services like IdentityForce. But these services are still highly 
centralized and performed manually, so they are not automated together with blockchain-enabled claims management. 
The integration of insurance solutions as part of blockchain-defined identity verification would facilitate the use of 
smart contracts for claims, thus further promising faster settlements, open processing procedures, and lower costs to 
handle them. This can play a big part in gaining user trust to use any decentralized identity framework. 
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D. Gap Analysis of the Research 
Blockchain has proven to be very promising in providing a decentralized identity management system; however, 

existing solutions have not incorporated very strong integration of multi-modal biometric authentication that would 
successfully counter impersonation risks. Likewise, although biometric fusion has been demonstrated to amplify 
protection and decrease error rates, its use in blockchain-based identification systems has yet to be thoroughly 
investigated, particularly in privacy-based applications. Insurance-wise, there is currently identity theft insurance. Still, 
it is seldom paired with blockchain-based verification of the wearer, and no major systems have introduced automated 
claim processing via smart contracts. Nonetheless, the current solutions of the same being summarized in Table 1 are 
highly focused on these areas singularly and not necessarily in a comprehensive network. Thus, the research gap has 
been seen in the creation of a ‘complete blockchain-based identity system where feature-based biometric fusion is 
augmented with embedded and automated insurance-based functionality, which provides not only better security but 
also trust. 

 
III. METHODOLOGY 

A. System Architecture 

 
Figure 2. System Architecture 

 
 Biometric Capture Layer: It is the biometric capture layer that obtains raw biometrics of users, including 

images of the face and fingerprint scans. This layer uses the high-resolution and secure sensors to make sure 
that the data being captured is both accurate and can resist most of the spoofing techniques, like photograph 
attacks or fingerprint copies. Initial filtering procedures like the removal of noise, normalization of illumination 
and enhancement of finger ridges are done at this stage to optimize the data to be fused. 

 Fusion Engine Layer: The preprocessed features of the faces and the fingerprint are put together using a 
feature-level fusion algorithm in the fusion engine layer. This is attained by incorporating the data even before 
matching, and thus the power of discrimination is maximized with a minimized False Acceptance Rate (FAR) 
and True Rejection Rate (FRR). It is also prepared with normalization and dimensionality reduction methods in 
this layer to ensure modalities are compatible and computational efficiencies. 

 Blockchain Identity Layer: The blockchain identity layer shall record hashed biometric templates and 
verification records on a distributed ledger. Instead of a repository of raw biometric data that is likely to 
breach privacy privileges, only cryptographically hashed data and verification metadata are stored. This 
approach ensures we are covered in terms of data integrity, immutability, and tamper resistance, as well as the 
possibility of transparent and auditable identity verification. 

 Layer Insurance Smart Contract Layer: The smart contract layer of insurance is an automated 
procedure for compensation in the event of identity loss. When the breach is confirmed, the specified rules 
implemented in the smart contract activate payouts to the affected users, and this process does not imply 
manual intervention. Such a layer not only makes the processing of claims fast but also fosters trust in 
transparent and blockchain-enforced insurance policies. 

 
B. Biometric Fusion Formula 

Multi-modal biometric verification is also applied by utilizing feature-level fusion in the proposed framework DIIV, 
specifically, as used in DIIV, feature vectors extracted in the facial and fingerprint modalities are added together prior 
to the matching phase. [10-14] By 𝐹 22 mutatis modified, we assume the facial feature (vector) and the 𝐹 p 22 mutatis 
modified, the fingerprint feature (vector). The mathematical form of the fusion process is given by: 
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In this case, the weight factor, 𝛼, will estimate the contribution of each modality to the fused feature vector. Such a 
parameter is crucial in terms of system performance balance, especially in terms of False Acceptance Rate (FAR) and 
False Rejection Rate (FRR). The high 28 value places a greater emphasis on facial features in decision-making, whereas 
the low 28 value does the opposite. With an 𝛼 adjustment, the system can adapt to environmental contexts and 
operational circumstances, placing greater importance on fingerprints in low-light settings where facial capture might 
not be as accurate. Optimization of 𝛼 is done in an iterative process of calibration by use of a validation dataset. This is 
carried out by trying a variety of values of 𝛼 and examining the corresponding FAR and FRR. The weight that gives an 
Equal Error Rate (EER), or when FAR = FRR, and is minimized is decided upon. That means that both security (low 
FAR) and usability (low FRR) are not deprived at the expense of each other. Feature-level fusion is preferred over 
score-level or decision-level fusion because it has greater discriminative power. A fused vector composed of both raw 
and pre-processed features maintains more information about the biometric features, which more powerful classifiers 
can use to provide better matching. Moreover, since the fused feature vector is eventually hashed and stored on the 
blockchain, it ensures the privacy of the raw biometric data and high verification reliability. 
 
C. Smart Contract Workflow 

 
Figure 3.  Smart Contract Workflow 

 
 Step 1: Initiation of the Request of Verification of the User: The activation is initiated by a user whose 

immediate request is to verify himself (a user) to receive a secure service or identity identification to make a 
transaction. [15,16] The request contains encrypted biometric samples, which are recorded in real time and 
metadata, e.g. timestamp and request ID. This is to eliminate replay attacks or submissions that depend on 
invalidations, as this procedure ensures that verifications are completed only under user consent and remain 
active. 

 Step 2: Biometric Fusion Checking: After obtaining the request, the feature vectors of the user are extracted 
based on their face and fingerprint. The fusion engine uses the optimized weight factor on these vectors 𝛼 to 
come up with a single feature vector. This merged vector is subsequently matched against the saved biometric 
template hash to determine whether the verification is successful. With feature-level fusion, the system would 
provide a balance between security and usability, with the False Acceptance Rate (FAR) and False Rejection 
Rate (FRR) being lower. 

 Step 3: Hashes of verification are stored in a blockchain. In the event of successful biometric 
verification, the system obtains a cryptographic hash of the fused feature vector and the transaction 
details. Such hash is stored in the blockchain in conjunction with verification metadata, including transaction 
ID and timestamp. Since blockchain data is immutable and transparent, this record serves as proof of 
unalterable verification, which is accountable and audit-friendly, without disclosing raw biometric data. 

 Step 4: Detection of Fraud, and Insurance Contract is Conducted into Payout: In case there is another 
activity, or another system’s warning that the identity of this user has been stolen, the insurance smart contract 
starts to work automatically. The claim is verified against blockchain records, and the specified payout to the 
respective user is released in accordance with pre-existing rules coded into the contract. This system reduces 
time wastage and manual processing errors that accompany a traditional claims process, resulting in dispute-
free settlements in a timely and transparent manner. 
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D. Security Features 

 
Figure 4. Security Features 

 
 Zero-Knowledge Proofs: Zero-Knowledge Proofs (ZKPs) enable a person to confirm that a user possesses 

specific biometric data to the system without revealing their original biometric template. [17,18] Here, the user 
comes up with a cryptographic proof that he/she indeed has correct biometric information, which the verifier 
can readily validate without having to ever access the real data. This provides robust privacy safety because 
even in the case that verification channels are breached, the risk of biometric theft is minimized. The DIIV 
framework ensures the privacy-preserving nature of identity verification through the integration of ZKPs. 

 Hash-Based Storage: To further enhance security, no raw facial or fingerprint templates are ever stored in the 
system. Rather, once a biometric feature set has been extracted and fused, an encrypted cryptographic hash 
(e.g., SHA-256) is computed and stored on a blockchain. The transformation will be irreversible, meaning that 
the original biometric data cannot be recovered by viewing its hash. Consequently, even when the blockchain 
ledger becomes exposed to an unauthorized party, the information cannot be meaningfully turned into 
biometrics. 

 Consensus Mechanism: The DIIV framework uses Hyperledger Practical Byzantine Fault Tolerance (PBFT) 
consensus mechanism to guard against ledger integrity. PBFT is designed to support permissioned blockchain 
systems and can withstand a malicious, faulty, or even an unresponsive entity, while still agreeing on the 
validity of transactions. Ensuring that no identity proofs or insurance claim data can be tampered with or 
forged by making the addition of verification records a consensus requirement among most trusted parties in 
the network, PBFT achieves a high level of credibility and robustness against any attacks. 

 

IV. RESULTS AND DISCUSSION 
A. Performance Evaluation 

Table 1. DIIV Performance Metrics 

Metric Value 

Matching Accuracy 99.4% 

FAR 0.12% 

FRR 0.43% 

Verification Latency 1.43 s 

Fraud Reduction Rate 92% 

 
 Accuracy of match (99.4%): The DIIV framework yields a matching accuracy of 99.4%, indicating very 

reliable biometric checks. The feature-level fusion of the two modalities, face and fingerprint, mainly leads to 
this high accuracy because it captures a set of rich, discriminative features that single-modality systems do not. 
This level of precision significantly reduces both the false rejection of valid users and the false acceptance of 
impostors, thereby providing higher levels of security and user trust. 

 False Acceptance Rate (FAR) is 0.12 percent: FAR of 0.12 percent serves to indicate the robustness of the 
system to unauthorized persons. FAR is the probability of acceptance of an imposter as a legitimate user. This 
exceedingly low value indicates that the fusion-based verification concept is highly capable of minimising the 
number of security breaches that arise due to false matches, hence making this system practically resistant to 
other kinds of spoofing attacks.  
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 False Rejection Rate (FRR) 0.43%: When the FRR is 0.43%, it indicates the percentage of legitimate users 
who are wrongly denied access. This low score indicates that the DIIV Framework has a high degree of 
usability, without creating levels of frustration for users and without compromising high security 
requirements. Adjustments of the fusion weight factor (𝛼) are also crucial as a means of balancing usability and 
protection. 

 

 
Figure 5. Graph representing DIIV Performance Metrics 

 
 Verification Latency – 1.43%: The verification latency is a parameter logged as a 1.43% metric, representing 

the relative amount of time delay compared to the overall transaction or authentication time. This figure 
demonstrates that the DIIV system can handle biometric verification requests at high speeds, thanks to 
efficient feature extraction, fusion algorithms, and Hyperledger PBFT consensus. This makes the real-time 
identity verification of such latency important. 

 Fraud Reduction Rate – 92%: The DIIV framework reduces fraud by 92% compared to traditional identity 
verification strategies. This performance was achieved through the combination of the following functions: 
secure biometric fusion, immutability provided by blockchain, and an automated payout mechanism within the 
payout system. The combination of these elements is capable of providing reliable protection against identity 
theft and enhancing overall confidence in the system. 

 
B. Security Testing Results 

The DIIV framework was tested to determine its security against common attack vectors targeting biometric and 
blockchain-based identity systems. All experimental results, as represented in Table 3, show that the resistance is very 
high in all the experimented attacks. The DIIV framework was highly resistant in the case of Man-in-the-Middle (MITM) 
attacks, where adversaries may want to interfere with the transmission of biometric data or transaction information. 
This is facilitated by the end-to-end encryption of all communication channels, which allows the use of Zero-Knowledge 
Proofs (ZKPs). ZKPs make it possible to verify that no data was sent in the raw form of biometrics. Consequently, 
intercepted data becomes useless to an attacker. It also rated highly against replay attacks, where earlier recorded data 
of the authentication process is resubmitted to achieve unauthorized access to the system. Such prevention is achieved 
through the use of dynamic session tokens and timestamps integrated into the verification mechanism, which makes 
the kill-chain of authentications unique and time-sensitive. All the efforts of reusing previous data do not pass 
verification. In the case of spoofing attacks carried out on facial recognition, such as photo, video, or 3D mask attacks, 
the DIIV framework continues to offer a high level of resilience due to liveness detection. These methods evaluate 
micro-movement, texture patterns, and infrared depth data to separate real faces from fake replicas. 

 
In the same way, other fingerprint spoofing attacks, such as silicone mould fingerprints or printed patterns of 

fingerprints, were successfully countered. Multi-spectral imaging and ridge detail analysis are also used during capture, 
making it very difficult to verify a synthetic fingerprint. In general, the multi-layer security design of the DIIV 
framework, based on the incorporation of potent biometric anti-spoofing systems, the immutability of the blockchain, 
cryptography for privacy protection relying on the ZKP protocol, and the consensus feature based on Hyperledger 
PBFT, is effective against both network-based and biometric-type threats. These findings affirm that the system not 
only conforms to industry standards but also surpasses them in terms of secure digital identity verification. 
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C. Comparative Analysis 
Compared to the conventional models of centralized control to verify the identity, Decentralized Insurance-

Integrated Verification (DIIV) model shows a significant benefit with respect to speed, security and assurance to users. 
Centralized identity management systems are, as the name entails, normally based on one central authority or database 
to store and process users' credentials, and present a bottleneck of verification speed, and a single point of failure. DIIV, 
in its turn, utilizes a permissioned blockchain by Hyperledger PBFT consensus, which allows parallel verification 
request processing and largely decreases the processing latency. The measure verification latency includes a value of 
1.43%, which means that DIIV will be able to conduct authentication within a minimum real-time capacity, regardless 
of the volume of requests made, without jeopardising accuracy. Centralized system in terms of attack surface would be 
an ideal target since all records of identity are kept in one single repository, implying that they are ideal targets when 
massive breaches are supposed. An effective attack on such a system can be used to compromise millions of identities 
on a single occasion. To mitigate this risk, DIIV decentralizes the verification data storage. The only biometric templates 
stored on-chain are hashed, so there is a guarantee that, regardless of access to blockchain data, they cannot be 
reengineered into usable biometric data. Also relevant is the aspect that feature-level biometric fusion assisted by Zero-
Knowledge Proofs provides additional strength to tuning the authentication process, as spoofing, replay, and MITM 
attacks become significantly more difficult. One unique feature of DIIV will be the embedded financial guarantees 
provided by the insurance smart contract layer. Automated on-chain insurance payouts in case of identity theft are 
seldom implemented by centralized systems, especially those where centralized claims processing occurs manually and 
tends to take days or even weeks. DIIV automates this process so as to reliably have near instant payouts when the 
fraud has been confirmed with pre-set smart contract rules. This not only further builds trust with the user but also 
offers hard financial protection, which is lost in the majority of traditional verification systems. Altogether, 
architectural decentralization of DIIV, robust security of biometric fusion, and internal insurance mechanism of the 
latter make the presented system a more secure, efficient, and trust-supporting alternative to the current centralized 
approaches to identity verification. 
 

V. CONCLUSION 
This study introduced the Decentralized Insured Identity Verification (DIIV) system, a novel solution that combines 

the concept of blockchain-enabled Decentralized Identifiers (DIDs), biometric fusion of different features, and smart 
contracts-based insurance protocols into one comprehensive digital identity system. The framework has resolved some 
of the most significant deficiencies of the existing identity verification systems, such as the usage of centralized 
architecture, the susceptibility to biometric spoofing, and the absence of financial security to end users upon the 
compromise of their identities. DIIV uses Hyperledger PBFT as a consortium blockchain and ensures immutable, 
tamper-proof transactional workflows with high throughput; privacy is ensured using cryptographic hashing and Zero-
Knowledge Proofs (ZKPs). 

 
The biometric fusion feature combines both facial and fingerprint features by integrating them at the feature level, 

resulting in increased verification accuracy with a decreased False Acceptance Rate (FAR) and False Rejection Rate 
(FRR). Such a fusion method compensates for the inadequacies of authentication based on a single modality, i.e., 
vulnerability to spoofing attacks, and makes the system capable of performing within different environmental and 
operational contexts. The accuracy of matching recovered by the experiments is 99.4%, with a FAR of 0.12%, a FRR of 
0.43%, and a fraud reduction rate of 92%. This proves the system's ability to balance security and readability. The 
availability of the insurance smart contract layer distinguishes DIIV from traditional digital identity systems. In the 
event of a proven compromise of identity, this layer automatically processes and settles claims without having to 
involve the time-consuming process of making manual adjudications. This kind of automation not only makes the 
ratification process quicker; it also provides users with actual monetary security, which, in turn, improves trust 
throughout the system. In addition, accountability and fairness are achieved because claims are executed openly on the 
blockchain, minimize disputes. 

 
In comparison to centralized forms of identity verification, DIIV provides quicker authentication, minimizes the 

possibility of a mass breach of data, and prevents acts of fraud due to an in-built form of protection. Its distributed 
architecture ensures that there is no single point of failure. Additionally, on the side of ensuring attack resistance, it 
includes advanced anti-spoofing techniques that compound the difficulties in typical attacks, such as Man-in-the-Middle 
(MITM) attacks, replay, and biometric spoofing attacks. Finally, the DIIV system offers a future-proof, secure, and 
trusted digital identity solution that can be implemented in cloud-based financial services, e-governance, and other 
similar settings to ensure the most secure environments. The union of the decentralization of blockchain, biometric 
fusion accuracy, and the security offered to the users by insurance creates a new paradigm of digital identity 
verification. Future research can explore the addition of more biometric modalities, incorporating privacy-preserving 
machine learning models, and scaling the system to enable cross-border interoperability, thereby establishing a global 
standard in secure and insured digital identity management. 
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