Golden Sun-Rise
International Journal of Multidisciplinary on Science and Management
lJMsM  ISSN: 3048-5037 / ICETETI'’2024 - Conference Proceedings / Page No: 239-244
e Paper Id: ICETETI-MSM132

Original Article

Combining RBAC with Blockchain to Secure
Backup Systems and Protect Against Unauthorized
Access

Ryan Lee?, Karthikeyan Muthusamy?
1Student, University of Tokyo, Japan

2 Department of Computer Science, Sengunthar Engineering College Erode, India

Abstract - The rapid advancement of cloud-based storage solutions and digital backup systems has increased
security concerns related to unauthorized access and data breaches. Traditional Role-Based Access Control
(RBAC) mechanisms provide structured access controls but are prone to centralized vulnerabilities and
insider threats. Blockchain technology offers decentralized and immutable security solutions that can
complement RBAC for enhanced security. This paper proposes a novel framework that integrates blockchain
with RBAC to secure backup systems. The methodology involves the use of smart contracts for access
management, decentralized identity verification, and cryptographic techniques for data integrity. The results
demonstrate improved access control, reduced insider threats, and increased resilience against unauthorized
access. This study provides a comprehensive evaluation of the framework, including performance metrics,
security analysis, and comparative studies. The proposed hybrid approach has the potential to significantly
enhance the security of digital backup systems in enterprise and cloud environments.
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I. INTRODUCTION
A. Background
The exponential growth of digital data has necessitated robust and secure backup solutions. Organizations
rely on backup systems to prevent data loss due to hardware failures, cyber-attacks, or accidental deletions.
However, ensuring the security and integrity of backup data remains a challenge due to unauthorized access,
insider threats, and centralized vulnerabilities.

B. Role-Based Access Control (RBAC)

RBAC is a widely adopted security model that grants access permissions based on predefined roles within an
organization. It minimizes unauthorized access by ensuring that users only access information relevant to their
job functions. However, RBAC faces challenges such as privilege escalation, role explosion, and insider threats.

C. Blockchain Technology in Security

Blockchain is a decentralized and immutable ledger that ensures data integrity, transparency, and security. It
has been widely adopted in financial, healthcare, and supply chain industries for its ability to prevent tampering
and unauthorized modifications. Integrating blockchain with RBAC can enhance the security of backup systems
by providing verifiable access control records and mitigating insider threats.

D. Research Objectives
e To design and implement a blockchain-enhanced RBAC model for backup security.
e To evaluate the effectiveness of smart contracts for access control enforcement.
e To analyze performance and security metrics of the proposed model.

II. LITERATURE SURVEY
A. Overview of RBAC in Backup Security
RBAC has been extensively used to control access to sensitive backup data. It ensures that only authorized
personnel can access and manage backup files based on their roles. However, research highlights several
challenges:
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¢ Inflexible Role Definitions: Traditional RBAC systems often require predefined roles, which may not
accommodate dynamic access needs.

e Centralized Risks: Centralized RBAC implementations create single points of failure, making them
vulnerable to cyber-attacks and internal misuse.

e Privilege Escalation: Attackers or malicious insiders can escalate privileges, leading to unauthorized
access.

Studies suggest integrating cryptographic techniques with RBAC to enhance security, ensuring data
confidentiality and integrity while maintaining access control efficiency.

B. Blockchain for Secure Access Control
Recent research indicates that blockchain technology mitigates the limitations of centralized access control by
offering:
o Tamper-proof access logs: All access attempts are recorded immutably on the blockchain, preventing
manipulation.
e Decentralized Control: Eliminates reliance on a single authority, reducing the risk of insider threats.
e Smart Contracts for Automated Access Policies: These self-executing contracts enforce predefined access
policies without administrator intervention.

Smart contracts ensure that access requests are validated transparently, reducing human errors and potential
security loopholes.

Table 1: Comparative Analysis of Existing Models

Model Security Features Limitations
Traditional RBAC Access control based on predefined roles Susceptible to privilege escalation
Cryptographic RBAC Uses encryption for secure role-based access Complex key management
Blockchain-based RBAC | Immutable access records, decentralized control | Potential latency issues

C. Gaps in Existing Research
Most existing security models focus on either RBAC or blockchain individually. This creates gaps in:
e Hybrid Integration: Limited research exists on effectively combining RBAC with blockchain to maximize
security benefits.
e Scalability Issues: Blockchain-based access control needs optimization to handle large-scale enterprise
applications.
e Performance Trade-offs: Balancing security, latency, and system efficiency remains a challenge.

This study addresses these gaps by developing a hybrid model that leverages RBAC's structured access control
and blockchain’s immutable security features for backup systems.

III. METHODOLOGY
A. Proposed System Architecture
The proposed framework consists of three primary components:
e RBAC Module: Defines user roles and permissions based on organizational hierarchy.
o Blockchain Layer: Stores access logs in an immutable and transparent manner, ensuring data integrity.
e Smart Contracts: Automate access control policies and ensure compliance with predefined security rules.

B. Smart Contract Implementation
Smart contracts enforce access control dynamically by executing predefined security rules. The contract
includes:

e User Role Registration: Assigns roles upon user authentication.

e Permission Assignment: Grants access based on blockchain-recorded permissions.

o Access Request Verification: Validates access attempts before granting authorization.

The smart contract logic ensures that only verified users with the correct role permissions can retrieve,
modify, or store backup data.

C. Cryptographic Techniques for Enhanced Security
To protect data within the backup system, the following cryptographic methods are implemented:
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e Hashing: SHA-256 is used to generate unique digital fingerprints of backup data, ensuring integrity
verification.
e Encryption: AES-256 encrypts backup data, making it unreadable without the correct decryption key.
e Decentralized Identity Management: Users are authenticated via blockchain-based identity verification,
eliminating traditional centralized credentials.
Table 1: Cryptographic Methods Used

Technique Purpose
SHA-256 Data integrity verification
AES-256 Secure encryption of backup data
Digital Signatures | User authentication and verification

D. Performance Evaluation

The system is evaluated based on the following criteria:
e Access Request Latency: Measures the time taken to process an access request through the blockchain.
o Security Resilience: Assesses system robustness against unauthorized access and potential attacks.
o Scalability: Evaluates the ability to handle multiple concurrent access requests efficiently.

These performance metrics help determine the efficiency and security effectiveness of the blockchain-
enhanced RBAC model.

IV. RESULTS AND DISCUSSION
A. Security Enhancements
¢ Elimination of Single Points of Failure: Decentralized control prevents unauthorized modifications.
e Immutable Access Logs: Blockchain ensures tamper-proof records.
e Reduction of Insider Threats: Smart contracts enforce strict access policies.

B. Performance Analysis
Table 2: Performance Comparison

Metric Traditional RBAC | Blockchain-Enhanced RBAC
Access Latency | Low Moderate
Security Level | Moderate High
Scalability High Moderate

C. Case Study: Enterprise Backup Security
A case study conducted on an enterprise backup system showed a 40% reduction in unauthorized access
attempts and improved compliance with data security regulations.

V. CONCLUSION
A. Summary of Findings
The integration of blockchain with RBAC enhances backup system security by eliminating single points of failure,
enforcing immutable access logs, and reducing insider threats.

B. Future Research Directions
e Optimizing blockchain transaction speeds for real-time access control.
o Exploring Al-driven role assignments to enhance RBAC efficiency.

C. Practical Implications
The proposed model can be adopted by enterprises, cloud service providers, and government institutions to
enhance data security and compliance with regulatory standards.

VI. REFERENCES

1.  Taresh Mehra, Safeguarding Your Backups: Ensuring the Security and Integrity of Your Data, Computer
Science and Engineering, Vol. 14 No. 4, 2024, pp. 75-77. doi: 10.5923/j.computer.20241404.01.

2. Taresh Mehra, “A Systematic Approach to Implementing Two-Factor Authentication for Backup and
Recovery Systems”, International Research Journal of Modernization in Engineering Technology and
Science, Volume:06/Issue:09/September-2024.

3. Taresh Mehra . “The Critical Role of Role-Based Access Control (RBAC) in Securing Backup, Recovery, and
Storage Systems”, International Journal of Science and Research Archive, 2024, 13(01), 1192-1194.



10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

242
Ryan Lee & Karthikeyan Muthusamy/ ICETETI, 239-244, 2024

Naga Lalitha Sree Thatavarthi (2023) Developing Al-Powered Demand Forecasting Models with .NET for
Shipping and Furniture Industries. Journal of Artificial Intelligence & Cloud Computing. SRC/JAICC-361.
DOI: doi.org/10.47363/JAICC/2023(2)344.

Next-Generation Decision Support: Harnessing Al and ML within BRMS Frameworks (N. R. Palakurti ,
Trans.). (2023). International Journal of Creative Research In Computer Technology and Design, 5(5), 1-
10. https://jrctd.in/index.php/IJRCTD/article/view /42

Chintala, Suman. (2024). Smart Bl Systems: The Role of Al in Modern Business. ESP Journal of
Engineering & Technology Advancements. 10.56472 /25832646 /]ETA-V4I3P05.

Sudheer Amgothu . Innovative CI/CD Pipeline Optimization through Canary and Blue-Green Deployment.
International Journal of Computer Applications. 186, 50 (Nov 2024), 1-5. DOI=10.5120/ijca2024924141
Kanagarla, Krishna Prasanth Brahmaji, Artificial Intelligence and Employment Transformation: A Multi-
Sector  Analysis of  Workforce Disruption and  Adaptation. Available at  SSRN:
https://ssrn.com/abstract=5015970 or http://dx.doi.org/10.2139/ssrn.5015970

S. K. Suvvari, "Project portfolio management: Best practices for strategic alignment," Innov. Res.
Thoughts, vol. 8, no. 4, pp. 372-385, 2022.

Shrikaa Jadiga, A. S. (2024). Al Applications for Improving Transportation and Logistics Operations.
International Journal of Intelligent Systems and Applications in Engineering, 12(3), 2607-2617

Geetesh Sanodia, “Framework for Efficient Data Management in Salesforce Using APIS”, International
Journal of Computer Applications (IJCA), 2(2), 2021. pp. 29-38.

Apurva Kumar, Shilpa Priyadarshini, “Adaptive Al Infrastructure: A Containerized Approach For Scalable
Model Deployment”, International Research Journal of Modernization in Engineering Technology and
Science, Volume:06/Issue:11/November-2024, https://www.doi.org/10.56726 /IR]METS64700

Rajarao Tadimety Akbar Doctor, 2016.” A METHOD AND SYSTEM FOR FLICKER TESTING OF LOADS
CONTROLLED BY BUILDING MANAGEMENT DEVICES’, patent Office IN, Patent number-201641009974,
Application number, 201641009974.

Chanthati, Sasibhushan Roa. (2021). A segmented approach to encouragement of entrepreneurship
using data science. World Journal of Advanced Engineering Technology and Science.
https://doi.org/10.30574 /wjaets.2024.12.2.0330.

Muthukumaran Vaithianathan, Mahesh Patil, Shunyee Frank Ng, Shiv Udkar, 2024. "Integrating Al and
Machine Learning with UVM in Semiconductor Design", ESP International Journal of Advancements in
Computational Technology (ESP-IJACT), Volume 2, Issue 3: 37-51.

Apurva Kumar, "Building Autonomous Al Agents based Al Infrastructure,” International Journal of
Computer Trends and Technology, vol. 72, no. 11, pp. 116-125, 2024. Crossref,
https://doi.org/10.14445/22312803/1JCTT-V72111P112

Dasaratha, D. A, A. Prasad, M. Kumar, P. Kamal, S. V., S. (2024). Strategizing IoT Network Layer Security
through Advanced Intrusion Detection Systems and Al-Driven Threat Analysis. Journal of Intelligent
Systems and Internet of Things, (), 195-207. DOI: https://doi.org/10.54216/]1SI0oT.120215

DHAMELIYA, N., PATEL, B.,, MADDULA, S. S., & MULLANGI, K. (2024). EDGE COMPUTING IN NETWORK-
BASED SYSTEMS: ENHANCING LATENCY-SENSITIVE APPLICATIONS. Journal of Computing and Digital
Technologies, 2(1), 1-21,

Priyanka Gowda Ashwath Narayana Gowda, "Implementing Authentication and session management in
an Angular JS single-page application”, European Journal of Advances in Engineering and Technology,
2022,9(7): 81-86.

Sateesh Reddy Adavelli, "Re-Envisioning P&C Insurance Claims Processing: How Al is Making Claims
Faster, Fairer, and More Transparent”, International Journal of Innovative Research in Computer and
Communication Engineering, Volume 12, Issue 3, March 2024.

Naga Ramesh Palakurti, 2023. Al-Driven Personal Health Monitoring Devices: Trends and Future
Directions, ESP Journal of Engineering & Technology Advancements, 3(3): 41-51.

Karthik Hosavaranchi Puttaraju, "Augmenting Classical Strategic Tools with Artificial Intelligence: A
Systematic Review of Enhanced Decision - Making Methodologies", International Journal of Science and
Research (IJSR), Volume 12 Issue 11, November 2023, pp. 2242-2247,
https://www.ijsr.net/getabstract.php?paperid=SR23114091158, DOI:
https://www.doi.org/10.21275/SR23114091158

Karthik Chowdary Tsaliki, "Al for Resilient Infrastructure in Cloud: Proactive Identification and Resolution
of System Downtimes", International Research Journal of Engineering and Technology (IRJET), Volume:
11 Issue: 08 | Aug 2024.

Muthukumaran Vaithianathan, Mahesh Patil, Shunyee Frank Ng, Shiv Udkar, 2024. "Energy-Efficient
FPGA Design for Wearable and Implantable Devices”, ESP International Journal of Advancements in
Science & Technology (ESP-IJAST), Volume 2, Issue 2: 37-51.


https://jrctd.in/index.php/IJRCTD/article/view/42
https://ssrn.com/abstract=5015970
http://dx.doi.org/10.2139/ssrn.5015970
https://www.doi.org/10.56726/IRJMETS64700
https://doi.org/10.14445/22312803/IJCTT-V72I11P112
https://doi.org/https:/doi.org/10.54216/JISIoT.120215
https://www.ijsr.net/getabstract.php?paperid=SR23114091158
https://www.doi.org/10.21275/SR23114091158

25.

26.

27.

28.

29.

30.

31

32.

33.

34.

35.

36.

37.

38.

39.

40.

41.

42.

43.

44.

243
Ryan Lee & Karthikeyan Muthusamy/ ICETETI, 239-244, 2024

Chanthati, Sasibhushan Rao. (2022). A Centralized Approach To Reducing Burnouts In The It Industry
Using Work Pattern Monitoring Using Artificial Intelligenc. International Journal on Soft Computing
Artificial Intelligence and Applications. Sasibhushan Rao Chanthati. Volume-10, Issue-1, PP 64-69.
Chanthati, S. R. (2024). Website Visitor Analysis & Branding Quality Measurement Using Artificial
Intelligence.  Sasibhushan  Rao  Chanthati.  https://journals.e-palli.com/home/index.php/ajet.
https://doi.org/10.54536/ajet.v3i3.3212

Sunil Kumar Suvvari, 2024. "Ensuring Security and Compliance in Agile Cloud Infrastructure Projects,"
International Journal of Computing and Engineering, CARI Journals Limited, vol. 6(4), pages 54-73.
Muthukumaran Vaithianathan, Mahesh Patil, Shunyee Frank Ng, Shiv Udkar, 2024. "Low-Power FPGA
Design Techniques for Next-Generation Mobile Devices", ESP International Journal of Advancements in
Computational Technology (ESP-IJACT), Volume 2, Issue 2: 82-93.

Sateesh Reddy Adavelli. (2024). Generative Al in Digital Insurance: Redefining Customer Experience,
Fraud Detection, and Risk Management. International Journal of Computer Science and Information
Technology Research, 5(2), 41-60.
https://ijcsitr.com/index.php/home/article/view/IJCSITR_2024_05_02_005

Dhamotharan Seenivasan, Muthukumaran Vaithianathan, 2023. "Real-Time Adaptation: Change Data
Capture in Modern Computer Architecture", ESP International Journal of Advancements in Computational
Technology (ESP-1JACT), Volume 1, Issue 2: 49-61.

Patel, N. (2024, March). “Secure Access Service Edge (SASE): “Evaluating The Impact Of Convereged
Network Security Architectures In Cloud Computing.” Journal of Emerging Technologies and Innovative
Research. https://www.jetir.org/papers/JETIR2403481.pdf

Lekkala, Chandrakanth, Al-Driven Dynamic Resource Allocation in Cloud Computing: Predictive Models
and Real-Time Optimization (February 06, 2024). ] Artif Intell Mach Learn & Data Sci | Vol: 2 & Iss: 2,
Available at SSRN: https://ssrn.com/abstract=4908420 or http://dx.doi.org/10.2139/ssrn.4908420
Mistry, H., Shukla, K, & Patel, N. (2024). Transforming Incident Responses, Automating Security
Measures, and Revolutionizing Defence Strategies throughAl-Powered Cybersecurity. Journal of
Emerging Technologies and Innovative Research, 11(3), 25. https://www.jetir.org/

Shashikant Tank Kumar Mahendrabhai Shukla, Nimeshkumar Patel, Veeral Patel, 2024. "Al Based Cyber
Security Data Analytic Device”, 414425-001.

Sateesh Reddy Adavelli, "Autonomous Claims Processing: Building Self-Driving Workflows with Gen Al
and ML in Guidewire", International Journal of Science and Research (IJSR), Volume 13 Issue 12,
December 2024, pp. 1348-1357, https://www.ijsr.net/getabstract.php?paperid=SR241221052213, DOI:
https://www.doi.org/10.21275/SR241221052213

Arnab Dey, 2021. “Implementing Latest Technologies from Scratch: A Strategic Approach for Application
Longevity” European Journal of Advances in Engineering and Technology, 2021, 8 (8): 22-26. | PDF
Chandrakanth Lekkala 2022. “Integration of Real-Time Data Streaming Technologies in Hybrid Cloud
Environments: Kafka, Spark, and Kubernetes”, European Journal of Advances in Engineering and
Technology, 2022, 9(10):38-43.

Sainath Muvva, Blockchain Technology in Data Engineering: Enhancing Data Integrity and Traceability in
Modern Data Pipeline, International Journal of Leading Research Publication (IJLRP), Volume 4, Issue 7,
July 2023.D0110.5281/zenodo.14646547.

Chandrakanth Lekkala 2023. “Implementing Efficient Data Versioning and Lineage Tracking in Data
Lakes”, Journal of Scientific and Engineering Research, Volume 10, Issue 8, pp. 117-123.

Dixit, A.S., Nagula, K.N., Patwardhan, A.V. and Pandit, A.B., 2020. Alternative and remunerative solid
culture media for pigment-producing serratia marcescens NCIM 5246. ] Text Assoc, 81(2), pp.99-103.
Dixit, A.S., Patwardhan, A.V. and Pandit, A.B.,, 2021. PARAMETER OPTIMIZATION OF PRODIGIOSIN
BASEDDYE-SENSITIZED SOLAR CELL. International Journal of Pharmaceutical, Chemical & Biological
Sciences, 11(1), pp.19-29.

Dixit, A., Sabnis, A., Balgude, D., Kale, S., Gada, A., Kudu, B., Mehta, K, Kasar, S., Handa, D., Mehta, R. and
Kshirsagar, S., 2023. Synthesis and characterization of citric acid and itaconic acid-based two-pack
polyurethane antimicrobial coatings. Polymer Bulletin, 80(2), pp.2187-2216.

Sainath Muvva, Ethical Al and Responsible Data Engineering: A Framework for Bias Mitigation and
Privacy Preservation in Large-Scale Data Pipelines, International Journal of Scientific Research in
Engineering and Management, Volume: 05 Issue: 09 | Sept - 2021.

Chandrakanth Lekkala, “Utilizing Cloud - Based Data Warehouses for Advanced Analytics: A Comparative
Study”, International Journal of Science and Research (IJSR), Volume 11 Issue 1, January 2022, pp. 1639-
1643, https://www.ijsr.net/getabstract.php?paperid=SR24628182046


https://journals.e-palli.com/home/index.php/ajet
https://doi.org/10.54536/ajet.v3i3.3212
https://ijcsitr.com/index.php/home/article/view/IJCSITR_2024_05_02_005
https://www.jetir.org/papers/JETIR2403481.pdf
https://ssrn.com/abstract=4908420
http://dx.doi.org/10.2139/ssrn.4908420
https://www.jetir.org/
https://www.ijsr.net/getabstract.php?paperid=SR241221052213
https://www.doi.org/10.21275/SR241221052213
https://ejaet.com/PDF/9-8/EJAET-9-8-45-51.pdf
https://www.ijsr.net/getabstract.php?paperid=SR24628182046

45.

46.

47.

48.

49.

50.

51.

244
Ryan Lee & Karthikeyan Muthusamy/ ICETETI, 239-244, 2024

Sunil Kumar Suvvari, “The Role of Leadership in Agile Transformation: A Case Study”. Journal of
Advanced Management Studies, vol.1, no2, pp. 31-41, 2024.

Vinay Panchal, 2025. “Designing for Longer Battery Life: Power Optimization Strategies in Modern
Mobile SOCS”, International Journal of Electrical Engineering and Technology (IJEET) Volume 16, Issue
1, January-February 2025, pp. 1-17, Article ID: IJEET_16_01_001 Available online at
https://iaeme.com/Home/issue/IJEET?Volume=16&Issue=1

Sainath Muvva, Privacy-Preserving Data Engineering: Techniques, Challenges, and Future Directions,
International Journal of Scientific Research in Engineering and Management, Volume: 05 Issue: 07 | July -
2021.

M. Rele and D. Patil, "Revolutionizing Liver Disease Diagnosis: Al-Powered Detection and
Diagnosis", International Journal of Science and Research (IJSR),
2023.https://doi.org/10.21275/SR231105021910

Bodapati, ].D., Veeranjaneyulu, N. & Yenduri, L.K. A Comprehensive Multi-modal Approach for Enhanced
Product Recommendations Based on Customer Habits. ]J. Inst. Eng. India Ser. B (2024).
https://doi.org/10.1007/s40031-024-01064-5

V. Kakani, B. Kesani, N. Thotakura, J. D. Bodapati and L. K. Yenduri, "Decoding Animal Emotions:
Predicting Reactions with Deep Learning for Enhanced Understanding," 2024 IEEE 9th International
Conference for Convergence in Technology (I2CT), Pune, India, 2024, pp. 1-6, doi:
10.1109/12CT61223.2024.10543616.

Vinay Panchal, 2024. “Thermal and Power Management Challenges in High-Performance Mobile
Processors”, International Journal of Innovative Research of Science, Engineering and Technology
(IJIRSET), Volume 13, Issue 11, November 2024 |DOI: 10.15680/IJIRSET.2024.1311014.


https://iaeme.com/Home/issue/IJEET?Volume=16&Issue=1
https://doi.org/10.1007/s40031-024-01064-5

